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About me

● Oracle OCP 10g, 11g
● SCJP
● VMware VCP VI3, vSphere
● LPIC-1

 Visit my website at http://manchev.org
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Introduction
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Why Database Firewall

● 2010 Data Breach Investigation Report

● 98% of data breached came from servers
● 86% of records stolen via SQL injection
● Most common techniques – privilege misuse and hacking

● Traditional solutions do not monitor SQL traffic sent over trusted path
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Database Firewall Overview

● Active, real-time database firewall

Database Firewall
SQL ALLOW

ALLOW

SUBSTITUTE

BLOCK

Policies, Alerts & 
Reporting
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Protection Levels

● Database Activity Monitoring (DAM)
● Detects & logs unusual activities
● Produces warnings
● Does not block potential threats (useful in early stage deployments)

● Database Policy Enforcement (DPE)
● Detects, logs & blocks potential attacks

● Stored Procedure Auditing

● User Role Auditing
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Logs

● Traffic Log
● SQL statements, login & logout events

● Database username
● OS username
● IP address of the client
● Client program name

● Event Log
● System events not related to the database (OS level warnings)

● Administration Log
● Configuration changes (shutdowns, restarts, policy changes in Admin Console)
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Deployment considerations

● Location 
● Database Firewall must be connected to a network point that is close to the 

database
● Alternative: Database Firewall connected behind client application

● Statement blocking
● Not used: spanning port to direct traffic to an Oracle Database Firewall port
● Used: Database Firewall placed in between clients and database

● Direct database access
● Local monitoring of traffic originating on the DB server
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Deployment scenarios

● Database Firewall and Management Server – same host

● 1 or more Database Firewall (dedicated hosts), 1 Management Server (dedicated 
host)

● Redundant Database Firewall servers, 2 Management Servers – high availability 
configuration

● Local monitoring
● Local connections on the DB server

● Remote monitoring
● Installed on DB host, sends data to Database Firewall 
● No SQL blocking
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Hardware considerations

● Database Firewall requires a dedicated x86 server
● Installation wipes out the entire machine

● Database network should be separate from the network that runs Database Firewall 
applications

● Database Firewall requires 3 network ports

● Management Server requires 1 network port

● In blocking mode Database Firewall blocks all IPv6 traffic
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Hardware requirements

● Database Firewall & Management Server
● 1 GB RAM (minimum)
● 80 GB of disk space
● Three network ports
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Supported databases

Database Direct DB 
Interrogation

User Role 
Auditing

Stored Procedure 
Auditing

Local 
Monitor

Oracle Database 8i

Oracle Database 9i ● ● ●

Oracle Database 10g ● ● ●

Oracle Database 11g ● ● ●

SQL Server 2000 ● ● ●

SQL Server 2005 ● ● ● ●

SQL Server 2008 ● ● ● ●

Sybase ASE 12.5.4/15.0.x ● ● ●

Sybase SQL Anywhere 10.0.1 ● ● ● ●

DB2 9.x (Linux, Unix, Windows) ● ● ●
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Installation
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Administration Tools
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Administration console
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Administration console

● Number of SQL statements that were blocked or 
caused a warning over the last three hours

● Number of SQL statements processed per second over 
the last three hours

●  SQL cluster IDs that were most blocked in the last 
hour
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Database Firewall Analyzer

● Used mostly for policy design

● Runs only on MSFT Windows 

● Provides functionality for clustering statements

SELECT * FROM DEPT;
SELECT * FROM EMP.DEPT;
SELECT * FROM DUAL;

You don't want individual
policies for these.
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Training the analyzer

● Using Log Data from firewall

● Using Train file
● List of SQL statements
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Automatic Policy Creation

● Automatically assigns a 
threat severity to each cluster

● Automatically assigns 
logging and action levels to 
each cluster based on its 
threat severity
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Policy Upload
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Stored Procedure Auditing

●    View all additions or changes made to the stored procedures
●    Determine which changes are pending approval
●    Approve changes
●    View all approvals made
●    Examine a history of previous approvals
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User Role Auditing

●    View all additions or changes made to the user roles.
●    Approve the changes.
●    Determine which changes are pending approval.
●    View all approvals made.
●    Examine a history of previous approvals.
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User Role Auditing
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Demo Setup

Management 
Server

Firewall 
Server

172.16.95.20

eth0: 172.16.95.10

br0: 172.16.116.10

172.16.116.20

172.16.95.20
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Q&A

Visit my website at http://manchev.org
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