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What’s new in
Oracle Database 11g Security

13— 15 Hoemspun 2009
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* Hwukonam MaHnuyes
— OCP (10g, 11g)
— VCP
— SCJP

— CwurypHoct B Oracle Database 10gn 11g

* Bpb3Ka c meH - nick@manchev.org
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[MoTpebutenckmn naponu

* KomnpomeTupaHe Ha naponu B 10g
* HosBosbBegeHuA B 11g

* KomnpomeTupaHe Ha naponu B 11¢g
* QYHKUMA 32 NpOBEpPKa Ha Naponara
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RomnpomeTunpaHe Ha naponau B 10g

* [laponuTe ce cbxpaHsaBaT KaTo XeL-CTOMHOCT

— ANropuTtbm:
1. NMotpebuten + napona = obuy, HM3
2. KoHBepTupaHe A0 rnaBHu ByKkBM
3. KpuntupaHe c DES-CBC + pukcmpaH Kkatoy (0x0123456789ABCDEF)
4. Kpuntupane c DES-CBC + kntod - nocnegHua 610K oT 1.3
5. TocneaHnAat 610K OT T.4 ce KOHBEPTUPA 33 OTNEYATBAHE

e JlocTbnHu ca upes SYS.USERS, DBA_USERS

30L> select username, password from dba users;
USERNAME BPASSWORD

MEMT W IEW qF538DF5F 344F 348
SY 43CAZ55RAT916ECFE
aY o TEM D2 7CRGESE3I06GEG
SoL>
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RomnpomeTunpaHe Ha naponau B 10g

* [lony4yaBaHe Ha XeLW-CTOMHOCTTA
SELECT ANY TABLE,
SELECT ANY DICTIONARY

— NMopacnywBaHe Ha MpeXKoB
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RomnpomeTunpaHe Ha naponau B 10g

* OrakelCrypt
 Checkpwd

C:horacle checkpwd big*checkpwd nopw.exe S¥YS:43CARZ55ATS16ECFE
password file.txt

Checkpwd 1.23 [Win] - HNoPW Edition - {c) Z2005-2007 by Red-Database-
Security GmbH

Cracle Security Consulting, Security Audits & Security Trainings
http://www.red-database-security.com

opening weak password list file
reading weak passwords list
checking passwords

Starting & threads

S¥3 has weak a password

Done . Summary:

Passwords checked 1 &de
Weak passwords found i1

Elapsed time {min:sec) : 0:01
Passwords / second : 646

C:horacle checkpwd big>
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HoBoBbBeaeHuA B 11¢g

 [lobpute HOBUHMU

— L'|YBCTBI/1T€!'IHOCT KbM MaJ'IKI/I/I'fIaBHI/I 6YKBI/1
« SEC_CASE_SENSITIVE_LOGON

— DES e 3ameHeH cbc SHA-1
— DBA _USERS_WITH_DEFPWD

* JlowaTa yact
— NIST oT rognHu npenopbvysaT SHA-2 smecto SHA-1

— SHA-1 e cpaBHUTENIHO 6BbP3
— [lapanenHo cvbxpaHABaHe Ha naponute B 10g BuA
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RomnpomeTupaHe Ha naponn B 11¢

* [lapona oT 8 3HaKa (manku/rnasHu 6yksu, undpmn 0-9,
cneuuanHu sHaum #,S, ):
— 52/65*6528 =254 915 850 312 500

* WM3nonssame 10g BapmaHTa:
— 3568 006 173 654 DES npecmaTtanms (70 nbTK No-manko)
— 256 SHA-1 npecmATaHUA 32 OTKPMBAHE HA MaNKUTe ByKBu
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DYHKUMA 33 NPOBEPKA HA Napo/iaTa

 SORACLE_HOME/rdbms/admin/utlpwdmg.sql

— Cwvb3paBa verify _function_11g

— lMpomeHs cTaHAapTHUA npodun:

PASSWORD_LIFE_TIME 180
PASSWORD_GRACE_TIME 7
PASSWORD_REUSE_TIME UNLIMITED
PASSWORD_REUSE_MAX UNLIMITED

FAILED LOGIN_ATTEMPTS 10
PASSWORD_LOCK_TIME 1
PASSWORD_VERIFY_FUNCTION verify_function_11G
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DYHKUMA 33 NPOBEPKA HA Napo/iaTa

* [lposepKu Ha verify_function_11g

[Naponata e MMHUMYM 8 CMMBO/1A

TpsbBa ga cbabprKa NoHe egHa undpa u egHa bykea

duntpupa cTaHAAPTHU NAPONU

TpsbBa ga e pa3nmMyHa oT NOTPEOUTENCKOTO MME

TpsbBa Aa e pa3nmMyHa oT NOTPEOUTENCKOTO MMe N3NUCAaHO HaobpaTHO
TpsbBa aa e pa3nmyHa ot noTpebuTtenckoto nme + gobaseHa umdpa
TpsbBa ga e pa3nmMyHa oT UMeTo Ha ba3aTa

TpsbBa aa e pa3nmMyHa oT UMmeTo Ha ba3aTta + gobaseHa umndpa

HoBsaTta napona TpsAbBa Aa ce pasninysa NoHe B TP NO3ULUU OT
npeaxoaHaTa
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Ilpyrn HoBoBbBeAEeHUA

* [lapameTpu 3a KOHTPOJ Ha CBbP3BAHETO

* MHPopmauma npu cebp3BaHe

* Enhanced Security Settings

* PaswunpeHna Kem TDE

* KOHTpOAn Ha AoCTbMNa A0 MPEXOBU pecypcu
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[TapameTpun 32 KOHTPOJ Ha CBbP3BAHETO

e JlercTBUA NPU HEBANUAHWU NAKETU
— SEC_PROTOCOL_ERROR_TRACE_ACTION (NONE, ALERT, LOG, TRACE)
— SEC_PROTOCOL_ERROR_FURTHER_ACTION (CONTINUE, DELAY, DROP)

* bBpok HeycnelwHn aBTEHTUKALUN
— SEC_MAX_FAILED LOGIN_ATTEMPTS (10)
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MHpopmauma npu cBbp3BaHe

* baHep
— SEC_RETURN_SERVER_RELEASE_BANNER (FALSE)

Cracle Database 1lg Enterprise Edition Release 11.1.0.0.0 - Production

* [lpegynpexaeHue
— SEC_USER_UNAUTHORIZED_ACCESS BANNER (B sqglnet.ora)

WAENIMNG

Access to this system 1s for authorized users only.

Any unauthorized entry or attempt to enter is strictly forbidden
and will result in prosecution to the maximum extent allowable by
applicable law.
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Enhanced Security Settings

Database Configuration Assistant, Step 11 of 14 : Securi

Cracle recommends using the enhanced default security settings.

® Keep the enhanced 11g default security settings {recommenced)
These zettings include enabling auditing and a new default password profile.

T Revert to pre-11g default security settings
To disahle a particular category of enhanced settings for compatiblity purposes choose
from the following.

[ Rewert audit settings ta pre-11g defaults

[ Revert password profile settings to pre—11g defaulis

Cancel JI Help ,I Finish ,J
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Enhanced Security Settings - ogut

80L> select privilege type, success, failure from dba priv audit opts
union select audit option type, success, failure from B a
dba stmt audit opts;

TYPE SUCCESS FATLURE
ALTEE ANY PRCOCEDURE BY ACCESS BY ACCESS
ALTEE ANY TABLE BY ACCEZ3 BY ACCESI3
ALTER DATABAGE BY ACCESS BY ACCE3S
ALTEE PROFILE BY ACCEZ3 BY ACCESI3
ALTEE 3¥3TEM BY ACCEZS BY ACCE3S
ALTEE USER BY ACCESS BY ACCESS
AUDIT 3YSTEM BY ACCEZ3 BY ACCESI3
CREATE ANY JOB BY ACCESS BY ACCE3S
CREATE ANY LIBREAEY BY ACCESS BY ACCE3S
CREATE ANY PROCEDUEE BY ACCEZ3 BY ACCESI3
CREATE ANY TABLE BY ACCESS BY ACCESS
CREATE EXTEEMNAL JOB BY ACCESS BY ACCESS
CREATE PUEBLIC DATABASE LINK BY ACCEZ3 BY ACCESI3
CREATE SESISICHN BY ACCESS BY ACCE3S
CREATE U3ER BY ACCEZ3 BY ACCESI3
DROP ANY PROCEDURE BY ACCESS BY ACCESS
DROP ANY TABLE BY ACCESS BY ACCESS
DROP FROFILE BY ACCEZ3 BY ACCESI3
DROF USEER BY ACCESS BY ACCE3S
EXEMPT ACCEZS POLICY BY ACCEZ3 BY ACCESI3
FRANT ANY COBJECT PRIVILEGE BY ACCEZS BY ACCE3S
GRANT ANY PEIVILEGE BY ACCESS BY ACCESS
ERANT ANY ROLE BY ACCESS BY ACCESS
EOLE BY ACCESS BY ACCE3S
S3Y¥Y3TEM AUDIT BY ACCEZ3 BY ACCESI3
25 rows selected.
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Enhanced Security Settings - npodun

[MapamMeTbp CTOMHOCT

PASSWORD_LOCK_TIME 1
PASSWORD_GRACE_TIME 7
PASSWORD_LIFE_TIME 180
FAILED_LOGIN_ATTEMPTS 10
PASSWORD_REUSE_MAX UNLIMITED
PASSWORD_REUSE_TIME UNLIMITED
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PaswunpeHna Kkbm TDE

B Database 10g
— ALTER TABLE table_name(column_name&NCRYPT)

* Hoso B Database 11g

— CREATE TABLESPACE tablespace nam®ATAFILE ' datafile_nameéSIZE
150MENCRYPTION DEFAULT STORAGE(ENCRYPT);

— expdp schema_nam®IRECTORY=pump_directory
DUMPFILE=dump_file_nameé&NCRYPTION=all

ENCRYPTION_ALGORITHM=AES256 ENCRYPTION_MODE=
TRANSPARENT

Creative Commons Attribution License - 2009 Nikolay Manchev nick@manchev.org




KoHTpoAn Ha AocTbna A0 MPEXKOBU pecypcu

* KoHTpon Ha goctbna go UTL TCP, HTTP, SMTP, UTL_MAIL
— B Database 10g — EXECUTE npuBunerus

— B Database 11g — Access Control List (ACL):

1. Cv3paBaHe Ha ACL
— [lpusnnerna - CONNECT
— MNotpebuten - USER1

[lob6aBaHe Ha xocT B ACL

Onwut 3a usnonseaHe Ha UTL_HTTP npe3 USER1
Onwut 3a usnonseaHe Ha UTL_HTTP npe3 USER2
[obaBAaHe Ha npusmnerna 3a USER2

o v s WD

Onwut 3a usnonseaHe Ha UTL_HTTP npe3 USER2
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,£I,pyr|/| onunmnm 3acianyxxasallt BHUMaHUE

» SYSDBA Strong Authentication (PKI, Kerberos, Radius)

* CbxpaHAaBaHe Ha TDE Knto4ybT BbB BbHLUEH XapAayepeH moayn
* Virtual Private Catalog

* Data Masking Pack
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Q&A
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